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ICARE VICTIMS BY RANSOMWARE FAMILY IN 2020
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2021 RANSOMWARE ATTEMPTS PER CUSTOMER

i
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2.5K /
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i
x
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@ Overall @ Government ¢ Education @ Healthcare Retail

<Og 4> ME7|&of st 24 25 & (SonicWall threat report, 2021)
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TOP DEPLOYED IOT USE CASES

Fleet Management ----------------------------*
Staff Identification :--=-+=--=-c-c-cc-cn—eonoon.
Digital Signage ---------------—-—-“~-—~———_-.
Freight Monitoring - - - - - - - oo
Maintenance & Field Service

NFC Payment/Shopping .- _______________.

Production Asset Management
Omni-Channel Operations ._____________________.
SmartBuildings .- _____________________________.
Hospital Asset Tracking .________________________.
Manufacturing Operations . __ . __ . _______________.
Cennected Vending Machines

ATM Remote Tracking Systems . ________._________.

Intelligent Transportation _______________________.
Censtruction Machinery Management

Food Traceability . ... .o —occvoocacccooaccoeoas l‘
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GLOBAL IOT MARKET IN ENERGY GRID MANAGEMENT 2020-2024
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MONTHLY EMAIL VOLUME
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% Sowing Discord: Reaping the benefits of collaboration app abuse (CISCO TALOS, 21.4)
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Percentage of pages loaded over HTTPS in Chrome by platform
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Internet communications (e.g., TL5/55L 56%
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Databases % encryption
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encryption
applications

Laptop hard drives
Cloud gateway 44%
Private cloud infrastructure 43%
Public cloud services 46%
Data center storage 41%
Email 41%
File systems 328%

Containers
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Big data repositories 33%

Internet of Things (loT) devices
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o
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Internet of Things (loT) platforms 34%

<13 12> Consolidated view on the use of 15 encryption technologies
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3. malware attack

% North Korean APT InkySquid Infects Victims Using Browser Exploits (Volexity, 21.8)

o () HAFgrlsAlo|HAAMNE AL HE EAHAH, HI(7~8H)
AHAGA F 85% U453t BA(HTTPS) &

_14_



e :
1 http(80) 21 15% (1
1| https(443) | 116 | 85% |
HIEEE 137 - N
S T . WG g Y fogs Wp s

o () VPN HeFH g okgs) Ful 47712 JUYA 34

- 423 FAE FAHshE BAAN|(VPN) HobH e kg WE Al=E
T4 NE

% WNRIA S OfEA| OISIFLE-VPN S BIZH S FE 2 (FA1, 21.7)

o (FU) oE F YESZ 717 A

- obE Wil PR AR AYT Y thas) Sol B HF

% OMME 'R 82 BE =L OIS Y27 (YTN, 21.11)



o (FU) Ag &4 olvE, du AFA] AxH §F AFAZ ote

W), SRE, Gis LERY 5¢ ABOR Aofshe ofdE
o] 7

Au] A-gA|

- A el 407) =Tkl &AE) = JAEY AWHE A5

% OfObE = 0|0 HH|MOAIAEE £2---(0[HYE], 21.12)

o (FU) B 24 HAxA BEA OF AoME AE/ TH AR

. ESET research = ESET research UESETr 14108
ET J Once started, the dahelper.dll attempls to download and execute a next

Hi discovered a trojanized IDA Pro
mshller distributed by the APT group.

Attackers bundled the original IDA Pro 7.5 software peia
developed by R: A with two malicious
components. @cherej 41/5

@ Welcome to the IDA Pro an
Hex-Rays Decompiler (x86
ARM, ARMS4) 7.9 Setup Wi
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% BlackMatter Ransomware(CISA, 21.10)
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S5 =
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RDP Server

<713 18> Darkside Ransomware Analysis(Varonis, 2021)

¥ Return of the Darkside: Analysis of a Large—Scale Data Theft Campaign (Varonis, 21.7)
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% MeteorExpress, Mysterious Wiper Paralyzes Iranian Trains with Epic Troll
(SentinelLABS, 21.7)
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% Hackers Release Security Footage From

Iran” s Evin Prison(IRAN
International, 21.8)
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MALSPAM PUSHING DRIDEX ON THURSDAY 2020-09-24

NOTE: Occasionally, the same HTTPS link returned ar
EXE with an .scr file extension instead of a ZIP archive

malspam HTTPS ‘ Dridex installer
with traffic for downloaded EXE (.scrfile HTTPS C2
HTTPS link  ZIP archive  ZIP archive extension) traffic

S (o> (3 > (e = €3
(ol > = [

64-bit Dridex HTTPS C2 updated 64-bit
DLL files traffic Dridex DLL
files

<78l 22> Examining Dridex Infection Traffic(Paloalto, 2020.8)
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< 24> The peroantage of ol transactions per category, Zscaler Threatlab Report 2020
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Training Stage

A 2 (Parameter)

oz Mg

% DeeplLog: Anomaly Detection and Diagnosis from System Logs through

Deep Learning (M. Du 2| 3%, ACM CCS'17)

each log entry = log key + parameter value vector [/ ﬁ 5 A new log entry
; f Log Key : Log
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% Tiresias: Predicting Security Events Through Deep Learning (Y. Shen 2| 33, ACM CCS'18)
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¥ HAST—IDS: Learning Hierarchical Spatial—Temporal Features Using Deep

Neural Networks to Improve Intrusion Detection (W. Wang 2| 694, IEEE

Access'17)
110;\-' vec flow vec Tl’mpor"! Feature
T Learning
LSTM
o€ — DA S — =
packet vec packet vec packet vec
CNN CNN CNN CNN Spatial Feature
1. 1 'f f Learning
- || =
|
o[ ."' | |
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% ATTACK2VEC: Leveraging Temporal Word Embeddings to Understand the
Evolution of Cyberattacks (Y. Shen, G. Stringhini, USENIX Security'19)
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th Si eo l S: €41 B €20
n ezo n eeo
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Apache Struts Showcase App CVE-2017-9791
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(a) CVE-2017-9791 disclosure date: July 10 2017
phpMyAdmin RFI CVE-2018- 12613
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(b) CVE-2018-12613 disclosure date: June 21 2018
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(c) CVE-2018-11776 disclosure date: August 22 2018
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¥ NoDoze: Combatting Threat Alert Fatigue with Automated Provenance

Triage (W. Hassan 2| 68, NDSS'19)
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POST /Hacker/any HTTP/1.1
User-Agent : Mozilla/4.08
Host : ***#/80
Content-Type : Application
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POST /Hacker/any HTTP/1.1
User-Agent : Morilla/4.08
Host : *4.4.4/80
Content-Type : Application
Content-Encoding : Binary

+ Client® ServerNfO[ 51 529 73] 84
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Feature
By » Extraction / J FlowﬁPacket\ Classifier Labels
Traffic . Features
Selection l
a) Divide-and-conquer model
ey 3 Learning Algorithm » Labels
Traffic i gAlg i

b) End-to-end learning model
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% End—to—end encrypted traffic classification with one—dimensional

convolution neural networks" (W. Wang 2| 4%, IEEE ISI'17)

% Deep—Full—Range: A Deep Learning Based Network Encrypted Traffic
Classification and Intrusion Detection Framework (Y. Zeng 2| 39, IEEE

Access'19)

¥ Malware Traffic Classification Using Convolutional Neural Network for

Representation Learning (W. Wang 2| 3%, ICOIN'17)
o () MENZ PN/ Gz EfY B J)edF

- Aot dE Al I HES A B9 AlE B8] o e

2o

- HESZ Egido] 9+53lE7] A TLS Handshake ©@AOIA 4L 4 U=
Handshake WEM R, IP AR S3 gz do|, #z &4, 1% F7)
e 74 T 4E3EA G2 AR Hlo|E BX F& &8It ¢

= 37 1
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m
=
i)
S

¥ Machine Learning for Encrypted Malware Traffic Classification: Accounting

for Noisy Labels and Non—Stationarity (Cisco, KDD'17)
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CISCO IPS Secure IPS
IPS NSP
McAfee
SIEM SIEM
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_53_




o ¢} 719(CISCO, Juniper)dl A& U
423 EFY dAHYAE A

- 453 B4 UES A dHle] vEH ol

[E

ELF HA welHolEE
AZESY EFRHF T

9] =9l HokmH| - &M

U E 3}

= dJ
E"l“}v\ﬂ

shod Abo] ¥ 37

EA]

=7} 7199 AEFTH A EFH
Switch Catalyst 9000 series
CISCO Co— =
(ETA Z7ls =Z&) | (9200, 9300, 9400, 9500, 9600, 9800)
0|2
_ F/W, IDS, IPS ,
Juniper . SRX series
(ETA Zls i%.)

o SR HHH ARHAHR

- 720 A AJA AbolH EQE AR
1,601 =2 4

TELHI9ZE Qlet MEHHQ

1,522 147

(33t of

o A)oIM 1.8% S7tet

O AO|HEQH AZTEQ0] O At0] ZA

StHAM ZZR oz A M3 sk 0|
- A AA Al EQE Ao A PC FiEo] ARH50%)= ZHA, F oo
[0T(27.4%), EvtY U ES A(16.1%) <22 &0d

# PC P20 AO[HEOH AFRRE 7309 22 (3at

CHH| 5.8% &7t

# loT 22 Ao 20 AZFRE 4002 e (5ts}

CHH| 35.6%, ‘15 O|%F

_54_

OF
=5

82z 8859 #)=, ©H

oF 44z 9,8009) =2 ©™H

()
dEES E¢



% ZHY HERIS #=22 MErZs dEUH 14.6% S7tg 2359 22 (8tat

oF 26 4,268 ¥)ZE 2 6d¢ HE D 10.9% dHE 7T

[Z 10] MA F2E Aol AR ZE(FEA) R F0[ (2015-2020)

L 2015 | 2016 | 2017 | 2018 | 2019 | 2020 H| = Bl
T ° | Adw | Ag 7
loT 4.5 85 (14.0/121.0(29.5|40.0| 27.4 35.6 54.8
PCs 56.0|60.064.5|65.0/69.0| 73.0| 50.0 5.8 5.4
Mobile
14.0116.5118.0]20.2 | 20.5|23.5| 16.1 14.6 10.9
Network

Connected TV | 2.0 | 25 | 3.5 | 40 | 4.5 | 5.5 3.8 22.2 22.4

Wearable 1.0 15|15 20| 20 | 2.5 1.7 25.0 20.1

Connected Car | 0.25| 0.5 | 0.5 1.0 | 1.0 1.5 1.0 50.0 43.1

|

2015 2016 2017 2018 2019 2020

m loT m PCs @ Mobile Network « Connected TV m Wearables m Connected Car
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% BX 202048 ZEYH HEES MAAZR EHE M (KISA)

_55_



AR Alo|HHELt A ZEE B A%

[ 1] HHE Ao|p{E ot A A2 & dZE
T8 gul | ool | 4" | FF | Fgv | okzen
20H 7122 34 18 18 13 2
25HE 130 78 50 32 23 4=
R
(1) +8% +18.3% | +22.6% | +12.2% | +12.3% | +11.1%

=2l Alo]HEQE A& HAl I EA T3 239 7R AH T 11.0%

AR ANATFE 33 oF 234% 201990 oS Ao = oA

SHAS AT 2537 B ARS8 of 1812 61 ds 49
& Zlog AW, 18 F3f of 72x 579 oA 815% UM FELE,

]
-1
AT HAZEL 8% @F Ho=E 7|

% North America Cybersecurity Market Revenue to Surpass USD 118
Billion by 2025, The Daily Chronicle(2020.10.01.)
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¥ EUROPE CYBER SECURITY MARKET — GROWTH, TRENDS, COVID—-19
IMPACT, AND FORECASTS (2021-2026), Mordor Intelligence(2020)

OFA|olHY A AT : ofAo}E|HF A Y Alo]HEQE A AFEE= 19
313} oF 33% 9 oA 25 d7A] AHAF 183% AR Ao AW

¥ Asia—Pacific Cybersecurity Market New Opportunities for Sustained

Growth and Expansion 2021—-2025, Market Watch(2020.12.18.)
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COVID—19 IMPACT, AND FORECASTS (2021 - 2026), Mordor Intelligence(2020)
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€ Latin  America Cybersecurity Market 2020 Analysis, Overview, Growth,

Demand and Forecast Research Report to 2023, Market Watch(2020.11.24.)
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