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Abstract

. Title

2020 Survey of Information Security Industry in Korea

2. Purpose of the Study

Tha purpese of this study is to inwestigate the market size and the outlook of
domastic Informaton Secunty  Industry, based ‘on the market survey on Information
Security  Industry 2020, Furthermore, the study s designed to sugges! the policy
directions. that can lead to the growth of the Information secunty Industry n Korea.

3. Contents and Scope

The main contents and scope of this study include general corporate charactanistics,
current status and the outlock of sales, exports, employment, RAD and their requests for
tha governmeant support.

4. Results of the Study

O Business Status of the Information Security Industry

The study found out that thers are 1,783 domestic information security businesses,
which are comprised of 531 Cyber Security comperies and 752 Physical Security ones

Vil
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[Table] Nurmber of Domestic Information Security Industry Companies Uit = £A)
Cyber Sacurity Physical sacurity
2021) 631 752 1,283
2018 473 621 1.084
2018 dEd 44 1.013
207 332 565 Be?

O Sales and Outlook of the Information Security Industry

In 2020, the total sales i the Information Sacunty Industry amounted to 11,298,622
million KAW. which was-a 6.4 percent increass compared to the previous year, The zsles
In the Cyber Sacunty reached 3807425 million KRW, with a B0 percent nse from
3,618,773 million KRW in the previous year. The physical security saw 7,591,197 million
ERW i ssles, which was 85,7 percent growth compared to 7,561,734 million. KEW m
2019.

[Table] Sales in the Information Security Industry

Cybhar Sacunty Phymical Sacunty
2018 JE0(E) 2018 2ZIE]

381873 3907426 1581734 1881197 11180607 11888622

Salns
imillEn ERW)

Growth rate

5.7 5.4
) 80 &

D Exports and Outlook of the Information Security Industry

The export of Information Secunty Industry s projected to nse by 8.8 percent, to
1,936,058 million KRWI2020) from 1,779,848 milion KRW2012). The Cyber Security
export graew by 195 percent, to 146646 millicn ERW(2020) from 122,766 million
ERWI2019), while the export of physkal secunty increased by 8.0 percent to 1,788,413
milhion KRW(Z0Z20) from 1,657,080 millon KRW2015),

viii



Abstract

[Table] Exports in the Infarmation Seounty Industry

Lybar Securty Physical Security
| | amae | 202009
Ergport 122766 146646  1B57.080  1UBS413 1779846  1.936.050
LMAlen KRW)
5"""";:.'1 ditfe 9.5 80 a8

O Employment Status in the Information Security Industry

The rumber of the emploved in the Information Security Industry was 54,101 as o
December 2018, 15,855 pecple wera amployed in Cyber Secunty businesses, while
38,448 people were employed m physical secunty companies

[Table] Employment status in the Information Security Industry (As of December 2015)

Clansification

11 vadrs
- . 4 vagrs or| T years ol
Cyoar s &f . s
: T - 5 ¥ 5 MeEs
Snofby Eacudty Less than | more wnd | mam and ke 15 yaarm rotal
4 yaprm | lapos than | less than or mo
| tan 16
I yasrs 11 ymmrs
WEULFY

s st e
I 14,555 38 446 1640 1R.A01 11,024 fi.708 4 5H]7 54,101
Employed
Porcantagal') 2684 1.1 ana 285 204 124 24 1000

The number ol new employess in Informabon Sacunity compames was 4,862 in 2020,
and the number 15 expected to go shghtly down to 4008 in 20217,

[Tabla] Current and axpectad amploymant In the |nformation Security. Industry

2020

Cyvbar Physical Covbar Physical

SCurity aocurity | Socurity socurity

Mumber of the - o o 2 afia=a -
1.986 2878 {4,862 1,501 2.4 4. xd

ermpliongen
Permeiniana(H) A58 612 1040 CYaR B2 A 100
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2 R&D status in the Information Security Industry

As for the possesson of intellectual property in the Information Security Industry, the
Information Sacunty businesses own 8,253 intellectual property nghts and 414 pending

intellectual property rights

[Table] Posssssion of Intellectual Property i+ Nk
Chamiad Heguast Panding
LPatent  Grant) IPetent appication)
Cyber Secunty 2809 260
Physical  Sacurty 5,344 154
Total 8,263 414

D Demands for Government Support for the Information Secunty
Industry

Government supports such as increased funding and tax benefits is required to
ravitalize the cyber securty industry. Also, creating bipper demands for the public sector
s @ crtical factor for the industry. In the field of physical sacunty, technalogy
development support, funding and tax benetits are mare urgently needed.

[Table] Government Support Demanded for Market Growth (multiple response) . .

Damancls Cybar Saeurhy | Physical Sedurity
Fostening professmonal workforcs 215 8.1
Technical devalogmeant supporn 287 28.3
The actwabon of tha tranafar of tachnology 185 8.1
Amendmaent o legal systems & regukations 6.6 73
Creeating. Maorkat Demand for this Public Saetoe 9.2 BH
Fromiole consymarn mvestment 4.6 nid
Funding and tnx benaiits 1.2 313
Exparmsand of Ovarsess suppor projects 1.4 1.9
Dihars 0.2 0.5



O Policy Implications

The number of companies in the imfomation security industry increased by 17.3%
from 1084 in 20189 to 1.283 in 2020, This means that business opportunmes s
increasing in the field of information security, implying thet companies are increasing
their participation in the industry and the market is growing

It was found that the growth rate of the information secunty mdustry Increased by
6.4% compared to 2019, The cyber secunity industry increased by B.0% and the physical
security industry by 5.7%, indicating that the growth rate of cyber security was relatively
higher than that of physical secunty, This seems to reflect the increase in demand for
cyber security products due to the spread of ‘No contact’ environments.

Exports of the infarmation security industry grew by 8.8% compared to 2019. As for
the export volume, cyber security was 146,648 million KAW and physical security was
1,789,413 million KRW. which was larger for physical security, but cyber security grew
by 19.5% and physical security by 8.0%, showing a remarkable increase in cyber security
exports,

The number of employed in information: secunty industry was found to have increased
by 16:4% trom the previous year trom 46:275 in 2018 to 53,107 in 2020, The number of
employed in cyber security companies increased by 17.0%, and the number of employed
in physical security industry ncreased by 16.9%, indicating that the number of emploved
in cyber seounty and physical secunty Industry increased similarky.

Xi



2020 JU FESSNL HEEA

5. Expected Effects

This study presents the following expecied effects. First, this study identifiss the
far-ranging information on  the Information Securty  Industry  including  inclusitry
characteristics, sales, exports, employment status, markst trends and the outlook.
Second, this study provides the government with a set of guidelines on which the policy
directions for the development of the Information Security Industry can be based Lastly,
the result of this study not anly can be used as preliminary date by the information
security ‘academia, but aiso can be used to develop visions and strateges for the
industry and related companies,
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